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(C-I) 

 

In humans, there are several limitations in the processing of 

information that can be included in plans for a disinformation 

operation - among them the law of small numbers and addictive with a 

gradual impact. 

 

The name "law of small numbers" was coined Tver and Kanmanom (A. 

Tversky and D. Kahneman, "The Belief in the Law 

of Small Numbers, 1971) to describe a pathology in intuitive 

reasoning. Originally, the name was given to the analysis of the 

shortcomings in psychology experiments which purport to  show that 

these scientists were seriously distorted understanding of the 

magnitude of the error and inaccuracy inherent in a small set of data. 

This cognitive distortion of consciousness seems to be quite common. 

 

It is not difficult to find examples of this phenomenon at the 

political and military decision-making: the loss of vigilance before 

the invasion by German troops in Normandy (in the German headquarters 

of the faith based on the previous landing of the Allies that the 

weather is an important factor as to the Allies were not trying to 

land in bad weather conditions), Stalin's belief that Germany issued 

an ultimatum before the attack (until 1941 Germany practiced 

ultimatums to other countries before the attack), the conclusions of 

some US analysts that Khrushchev did not place missiles in Cuba 

(placement of medium and long-range missiles range in the satellite 

countries, according to analysts at odds with the policy of the USSR). 

 

In each case critical conclusions were based on a very small set of 

data on the previous operations of the enemy. [Interesting statement] 

 

Another limitation in humans when processing information is the 

frequent absence of the ability to detect small changes in the object 

of observation even if the aggregate, over time, - these changes are 

large. Habituation or gradual adaptability of human consciousness 

plays a big role in the planning of a disinformation operation. 

 

One classic example is the breakthrough of three German ships from the 

port of Brest in France and wiring them through the Channel [Operation 

"Cerberus"]. "It was carried out reconnaissance carriers coastal 

radars and their approximate geographic location, developed 

transmitters interference (for blinding indicators enemy radar), the 



points where they are based and verified timetable for their inclusion 

(the opponent does not have to guess about the operation). Since 

January, transmitters It included a short time, and the British gave 

the impression of unexplained phenomena in the atmosphere. "Every day 

while the transmitter interference slightly lengthened. By February, 

the British radar operators already familiar bored during these 

disturbances and reported on them as atmospheric.  

 

Another weakness of the human mind in the processing of information is 

that people tend to consider low probability events as impossible. 

This concept covers the bold and creative strategies, such as Hannibal 

crossing the Alps or the Incheon landing operation and leads to the 

following paradox: "The higher the risk, the less it seems to be and 

the less risky it becomes in fact." 

 

Surprise can be achieved by different components. The clashes, these 

components include terrain potential, intention, style and timing. If 

the circumstances do not favor or prevent the use of all forms at 

once, it may be at least possible to use at least one form to achieve 

surprise. For example, if the goal cannot be hidden, it may be still 

possible to hide the terms, the place of attack, force involved or the 

type of surgery. 

 

Assumption for the most part is self-explanatory. An interesting 

aspect of the debilitating effects of false alarms is clearly seen in 

operations such as the attack on Pearl Harbor, Darwin, in Korea 

operations, Vietnam and Israel in 1973. No doubt the effect of a false 

alarm is an essential element of the set warning indicators. At the 

same time, clearly of particular interest to this effect is 

substantiated by historical data. 

 

Statistical analysis of historical events, including the communication 

of misinformation, false alarms and as a result achieved surprise 

shows that surprise was achieved in 92% of cases. In cases of 

misinformation without the effect of false alarms surprise was 

achieved in 67% of the transactions. A significant difference in the 

practical and statistical sense. Empirical findings (although not 

confirmed by statistics) are also consistent with the hypothesis that 

the overall effect of false alarms used in conjunction with other 

factors, will be much, than if it was used in isolation. 

 

Often, the effect of a false alarm is not part of the plan of 

operation, and is shown as a side effect. A good example is the habit 

of German scientists and engineers at the site in Peenemunde to the 

Allied raids on other nearby targets. Here is what Professor Werner 

von Braun in his diary: "After the sirens warning of the air, I first 

went to my room, you could not be in a hurry, this time was not the 

first and all previous appeared just a false alarm .. . a group of 

people were standing looking at the sky and grass jokes. " This attack 

occurred August 17, 1943 when 8 out of 597 British bombers aimed at 

Peenemunde lured 203 German fighters in the sky over Berlin, while 

others bombed by German rocket range (40 lost, 32 damaged). All but 26 



bombers dropped bombs on the landfill. 

 

Indeed, rather than expend direct or consequential effort to achieve 

the effect of a false alarm, addictive enemy may arise as a result of 

the pattern of other operations which may be modified or extended 

without any noticeable change. In this case, the effect of self-

deception can occur in conducting operations as a result of an 

erroneous interpretation of their actions. 

Misleading becomes more difficult with the increase in available to 

the number of information channels of the object exposure. However, 

within reasonable limits, the greater the number of channels 

controlled by incoming information, the greater the likelihood that 

believe misinformation. 

 

This principle was called "Jones lemma" because. he was most clearly 

articulated by Professor Jones (R. V. Jones, British scientific 

intelligence), who was a key figure in British intelligence in the 

field of science during the Second World War. The following comment 

Jones further explains this idea: 

 

"The task of the falsification detection is greatly facilitated when 

different test channels are used at the same time is why cheating on 

the phone so easy to pass -. No accompanying visual attributes needed 

to verify chaff were successfully used against radars operating on the 

same frequency on the other hand, the best results achieved.. sea 

mines detonating of different types of signals - electromagnetic, 

hydrodynamic and acoustic received simultaneously from these 

considerations, in this case, we can draw an important conclusion on 

the detection of targets in the defense and attack; the maximum amount 

of the available funds should be involved at the same time is 

possible. for this reason, in certain circumstances, it is better to 

create two or three independent channels of detection and verification 

of information than to throw all their forces to develop one. " 

Wherever possible, the aim of the operation of disinformation to be an 

understatement of uncertainty in the mind of the person exposed to 

force him to cling to unrealistic understanding of the events 

surrounding both the right thing and not to reduce his confidence in 

the true state of affairs, but to develop his confidence in a 

particular lie. However, increasing the number of alternatives and / 

or supporting any data stream of the many alternatives to false (so-

called noise) and may have been applied in cases where the exposure 

object already has more elements of reliable data. 

 

According to the classification of Donald Daniel (Donald Daniel, Naval 

Postgraduate School) misinformation is divided into two types: N-

disinformation (H - uncertainty [in English A - ambiguity, A-

deception.]) And D-disinformation (D - random orientation [in English. 

M-misdirection, M-deception]). H disinformation designed to develop 

the uncertainty in the mind of the person exposed and reduce the 

possibility of a correct perception of the event by the "dilution" or 

increase the alternatives. D-disinformation designed to reduce 

uncertainty in the mind of the person exposed by his beliefs in a 



particular lie. "Any type of misinformation can be applied using only 

truthful information." Ronald Levin, an expert in the field of E-

deception, "... is not the veracity are true" (Ronald Lewin, Ultra 

Goes to War 1978). 

 

H misinformation can be done by changing the probabilities of 

different outcomes related to developments in the minds of the enemy, 

diluting or hiding useful information in the noise and / or by 

changing the number of options available in the object impacts and 

their consequences. The operating principle of the H misinformation 

elegantly and simply outlined in a book by Eric Ambler (Eric Ambler 

"Send No More Roses") brooding protagonist phrase: "... we gave him a 

kaleidoscope for the games, and he used it as a telescope." 

In the simple example of attack and defense can be traced to the 

principle of H-disinformation in action. Suppose the attacker has a 

choice between two objects. Similarly, the defender may choose the 

defense of either of the two objects (for this example we do not 

include the separation of forces for the protection of objects). The 

success of the operation is defined as an attack unprotected position. 

The chances of the attacker's 50 to 50 in order to select an 

unprotected object. But what if an attacker can convince the defender 

that there are three possible targets for attack? Consequently its 

chances of success are increased to 66% and 34%, respectively, and so 

on. Of course, it is important that all the options together and 

separately credible the object of exposure. From a practical point of 

view, the number of threats should not grow arbitrarily. 

In contrast, H-misinformation, disinformation-D (D - random 

orientation) reduces the uncertainty of the impact of the object, the 

ultimate goal of this stratagem is the implementation of the opponent 

in a pretty confident, determined and very misleading. In the above 

game attack / defense is meant to convince the enemy to defend one 

object, and attack the other. 

 

Usually in practice, both types are used together misinformation, but 

is dominated by one type or another. 
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